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JavaScript obfuscators are widely deployed to protect intellectual property and resist reverse engineering, yet

their correctness has been largely overlooked compared to performance and resilience. Existing evaluations

typically measure resistance to deobfuscation, leaving the critical question of whether obfuscators preserve

program semantics unanswered. Incorrect transformations can silently alter functionality, compromise reliabil-

ity, and erode security—undermining the very purpose of obfuscation. To address this gap, we present OBsmith,

a novel framework to systematically test JavaScript obfuscators using large language models (LLMs). OBsmith

leverages LLMs to generate program sketches—abstract templates capturing diverse language constructs,

idioms, and corner cases—which are instantiated into executable programs and subjected to obfuscation

under different configurations. Besides LLM-powered sketching, OBsmith also employs a second source:

automatic extraction of skeletons from real programs. This extraction path enables more focused testing of

project-specific features and lets developers inject domain knowledge into the resulting test cases. OBsmith

uses two techniques to derive test oracles: (i) reference-oriented equivalence testing, which takes the original
program as reference oracle (ground truth) and checks whether the obfuscated version preserves equivalent

functionality, and (ii)metamorphic testing, which applies semantics-preserving transformations to the original

program and checks if obfuscation violates expected behavior.

We evaluate OBsmith on two widely used obfuscators, Obfuscator.IO and JS-Confuser, generating 600

sketches using six popular LLMs. OBsmith fills these sketches and generates over 3,000 candidate programs

and obfuscates them across seven obfuscation configurations. OBsmith uncovers 11 previously unknown

correctness bugs. Under an equal program budget, five general purpose state-of-the-art JavaScript fuzzers

(FuzzJIT, Jsfunfuzz, Superion, DIE, Fuzzilli) failed to detect these issues, highlighting OBsmith’s complementary

focus on obfuscation-induced misbehavior. An ablation shows that all components except our generic MRs

contribute to at least one bug class; the negative MR result suggests the need for obfuscator-specific metamor-

phic relations. Our results also seed a discussion on how to balance obfuscation presets and performance cost.

We envision OBsmith as an important step towards automated testing and quality assurance of obfuscators

and other semantic-preserving toolchains.
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1 Introduction
Software obfuscation is an important technique that makes code difficult to read, analyze, or reverse

engineer. This objective is typically achieved through code transformations such as changing code

structures, renaming variables to non-descriptive identifiers, introducing misleading or redundant

code, restructuring control flows, and encrypting specific data and strings [9, 13, 97]. While ob-

fuscation can serve legitimate purposes, including the protection of proprietary code or sensitive

information such as IP addresses [18, 49], it is also widely adopted by malicious actors to conceal

the intent of malicious scripts, particularly within web and Android applications [12, 51, 55, 66].

JavaScript, the predominant language for client-side web applications, is particularly susceptible to

obfuscation due to its open and accessible nature [11, 14, 22, 54]. Any JavaScript code executed

within a browser can be easily viewed and analyzed, rendering it an attractive target for both benign

and malicious obfuscation. JavaScript is a versatile language, functioning across both client-side

and server-side environments, each characterized by distinct execution contexts, capabilities, and

security requirements.

By design, an effective obfuscator is expected to complicate the original source code without

altering its intended functionality. The primary goal is to make the code substantially more difficult

for reverse engineers and automated analysis tools to understand, thus safeguarding proprietary or

sensitive information. Ensuring functional equivalence between obfuscated and original code is

critical, as obfuscation may introduce unintended behaviors, potentially undermining software

reliability or security. There is still a lack of research on evaluating obfuscators on pure JavaScript

code. Previous research on JavaScript obfuscation largely focuses on evaluating the effectiveness of

obfuscation techniques or detecting if code is obfuscated. However, comprehensive testing frame-

works that validate both functional correctness and runtime performance impacts of JavaScript

obfuscators remain underexplored. Recent research by Skolka et al. [70] offers a comprehensive eval-

uation of JavaScript minifiers and obfuscators, with particular emphasis on their robustness when

applied to client-side scripts. The authors primarily relied on unit tests to assess the effectiveness

of various obfuscators. Their findings reveal that these tools often exhibit insufficient resilience. A

core challenge of client-side script is that client-side JavaScript is inherently dependent on complex

factors such as user interactions, asynchronous events, and integration with real-world browser

APIs (e.g., DOM, cookies, localStorage). These dependencies are difficult to replicate or comprehen-

sively test using automated methods. As a result, automated source code transformations—such

as minification and obfuscation—may inadvertently introduce bugs in client-side. Moreover, prior

studies have omitted the evaluation of some of the most widely adopted obfuscators, such as

Obfuscator.IO [4] and JS-Confuser [3], as indicated by a recent Google survey [34]. This omission

constitutes another important research gap, particularly given the pervasive use of these tools in

the software industry. To address this limitation, the present study aims to instrument and evaluate

pure JavaScript code that is executable in both Node.js and browser environments. Addressing this

research gap is crucial to ensuring that JavaScript obfuscators can reliably achieve their intended

security and functionality objectives without inadvertently compromising software behavior.

General purpose compiler testing approaches lack a systematically-enhanced test oracle to

capture the JavaScript obfuscator bugs. Off-the-shelf compiler fuzzers assume closed-world, deter-

ministic pipelines whose goal is transparent semantics preservation; they rely on crash oracles or

n-version agreement (e.g., GCC vs. Clang). JavaScript obfuscators instead preserve while disguising
semantics, inject seed-dependent randomness and self-defense checks, and interact with host

features that general fuzzers neither generate nor control. Bugs often surface in JS-specific cor-

ners—eval function, dynamic code loading, scoping/hoisting, prototype mutations, getters/setters,

proxies—combined with obfuscation patterns like control-flow flattening or lazy string decoding.
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These properties defeat differential comparisons across tools and make crashes a poor proxy for

silent miscompilations. Therefore, we introduce reference-oriented equivalence testing, which

takes the original program as reference oracle (ground truth) and checks whether the obfuscated

version preserves equivalent functionality. Checked correctness includes return values, exceptions,

scheduling-sensitive effects, and observable host-API interactions. OBsmith generates JS-centric,

event-aware sketches, controls nondeterminism via seed management, executes in sandboxed

Node and browser-like environments, and is configuration-aware to sweep obfuscator options.

Lightweight instrumentation records variable states and control-flow to localize divergences. This

semantics-, host-, and transformation-aware design exposes obfuscation-specific bugs that general

compiler fuzzers systematically miss. Obfuscators differ from compilers because they preserve but

disguise semantics. They often use tricks (control-flow flattening, dead code) that do not appear in

compiler pipelines. Hence, domain-specific sketching/testing is required.

We propose OBsmith, a novel testing framework specifically designed for evaluating JavaScript ob-

fuscators. OBsmith leverages sketching techniques to systematically generate diverse test programs

and employs reference-oriented equivalence testing to identify discrepancies introduced by obfus-

cation processes. Sketching and differential testing methodologies have previously demonstrated

effectiveness in compiler testing, enabling the detection of subtle semantic bugs and inconsistencies.

Extensive literature on compiler testing underscores the value and efficacy of integrating domain-

specific knowledge into test-case generation. Inspired by these insights, we adopt sketching to

incorporate JavaScript-specific domain knowledge into our framework, thereby enhancing the

capability of OBsmith to detect functional deviations and performance degradations caused by

obfuscators.

OBsmith uses LLM to generate sketches and uses Babel [1] to implement the reference-oriented

equivalence testing mechanism. Trained on extensive textual corpora, LLMs inherently encapsulate

rich domain-specific knowledge, making them particularly suitable for generating sketches in

automated test-case generation. Leveraging their ability to understand syntactic structures and

semantic constraints, LLMs can systematically produce representative code sketches that reflect

realistic programming patterns and corner cases. Integrating LLM-based sketch generation into

OBsmith frameworks enhances test diversity and coverage with low resource, thus enabling the

effective discovery of subtle functional inconsistencies and edge-case defects in software, such as

those potentially introduced by JavaScript obfuscators.

A critical component of OBsmith is its integrated program generator, which is engineered to

rigorously explore different execution paths and expose the semantic equivalence between the

original source program and its obfuscated counterpart. This step is indispensable, as the intricate

nature of obfuscation transformations carries an inherent risk of introducing functional regressions

or altering program behavior in subtle ways. To mitigate this risk, OBsmith contains a sketch filling

algorithm to generate a comprehensive set of inputs to test different execution paths. OBsmith uses

a program enhancer to record global and local variables and the program’s control flow. For each

input, OBsmith asserts that the original and obfuscated program versions produce identical outputs

and exhibit equivalent observable side-effects. This process provides a strong, empirical guarantee

that the core logic and functionality of the application remain unaltered post-obfuscation, thereby

enhancing the trustworthiness and practical deployability of our approach.

Unlike the traditional differential testing setup used in compiler testing – where multiple vari-

ants of a system are run on the same input and their outputs compared for inconsistencies –

OBsmith relies on a reference oracle to serve as ground truth. In particular, we treat the original,

unobfuscated program as the reference oracle for correct behavior. This direct comparison against

a known-correct reference, termed reference-oriented equivalence testing, allows for a precise and
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conclusive assessment of the correctness of the obfuscation transformations, ensuring that they

have not introduced functional changes.

We evaluate OBsmith on two widely used obfuscators, Obfuscator.IO [4] and JS-Confuser [3],

generating 600 sketches using six popular LLMs. OBsmith fills these sketches and generates

over 3,000 candidate programs and obfuscates them across seven obfuscation configurations.

OBsmith uncovers 11 previously unknown correctness bugs. Under an equal program budget,

five general purpose state-of-the-art JavaScript fuzzers (FuzzJIT, Jsfunfuzz, Superion, DIE, Fuzzilli)

failed to rediscover these issues, highlighting OBsmith’s complementary focus on obfuscation-

induced misbehavior. We also discuss obfuscation affect on file size, run time, and memory usage

in discussion (§5).

To summarize, this paper makes the following contributions:

• Novelty.This paper introduces OBsmith, the first LLM-powered framework for systematically

testing JavaScript obfuscators. OBsmith introduces an LLM-driven, sketch-based generator

(mixing LLM-created and automatically extracted sketches) plus a PL-aware oracle that

combines reference-oriented equivalence testing of outputs/exceptions/termination with

lightweight instrumentation and exploratory metamorphic tests.

• Implementation.We implement OBsmith with 2 sketch sources: (i) leverages multi-agent

LLM system to automatically generate diverse sketches and (ii) uses existing JavaScript

programs to automatically extract sketches. To solve the oracle problem, OBsmith applies

reference-oriented equivalence testing and metamorphic testing to evaluate the correctness

of obfuscation.

• Real-world Bugs.We conduct a comprehensive study of two widely used obfuscators across

seven configurations and uncover 11 correctness bugs, including silent miscompilations where

the obfuscated code changes behavior. All bugs were confirmed by reproducing them in both

online and repository versions. These findings highlight the unreliability of obfuscators and

provide actionable insights for both developers (to fix issues) and practitioners (to make

informed tool choices).

2 Sketch Example

1 let x = NumberLiteral;

2 let y = NumberLiteral;

3 let text = "x*y";

4 console.log(NumberReference)

5 console.log(text)

6 let result = eval(text);

7 console.log(result +

8 NumberReference);

9 console.log(text +

10 NumberReference);

1 let x = 10;

2 let y = 20;

3 let text = "x*y";

4 console.log(x)

5 console.log(text)

6 let result = eval(text);

7 console.log(result + x);

8 console.log(text + y);

1 10

2 x * y

3 undefined: 1

4 x * y

5 ^

6

7 ReferenceError:

8 x is not defined

9 ...

Fig. 1. A simplified sketch with holes (left), the corresponding concrete program that is input to obfuscators
(middle), and the output of obfuscated program created by JS-Confuser which shows its faulty behavior
(right).

In this paper, a sketch refers to a “program with holes,” where key components - such as

expressions, variables, or literals - are left as placeholders to be filled in later. Sketches, also

known as “skeletal programs” or “templates,” have been shown in previous work to be an effective

mechanism for introducing domain knowledge into compiler testing [81, 94, 96]. By abstracting

certain program elements, sketches allow for a flexible yet systematic exploration of diverse code
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scenarios that are effective in exposing compiler bugs. The left part of Fig. 1 is an example of sketch

with holes (e.g. NumberLiteral, NumberReference) and the middle is the corresponding filled code.

Building upon the sketch definition, OBsmith introduces LLMs to the sketch generation pipeline,

uses the power of LLMs to automatically generate program sketches. LLMs, trained on large code

corpora, inherently encode a broad range of programming concepts and domain-specific patterns.

This capability allows them to produce high-quality sketches that capture the syntax and structure

of real-world programs. By leveraging LLMs for sketch generation, OBsmith automates a previously

manual and expertise-driven task, making it possible to efficiently create diverse and domain-

informed templates. Afterward, OBsmith uses a program generator to solve the LLM-generated

sketches with concrete values or variables, producing executable JavaScript programs that remain

faithful to the intended domain constraints.

OBsmith combines LLM-based sketch generation with a program generator, it enables precise and

effective testing while reducing manual effort and minimizing the risk of introducing unintended

errors during test case generation. By elevating sketches to the core of its workflow and integrating

LLMs as a key component, OBsmith sets a new direction for leveraging LLM’s domain knowledge

in automated testing.

JavaScript obfuscators take two inputs: the program under obfuscation and the obfuscation

configuration. Once we obfuscate the concrete program with different obfuscators and different

configurations, we got the multiple obfuscated programs. Then we conduct a reference-oriented

equivalence testing on these programs to compare if they have the same functionality. Unlike

traditional differential testing in compiler testing, we have ground truth (unobfuscated program).

Here the concrete program serve as ground truth and we compare the running result to find

bugs. Furthermore, OBsmith enhances programs by recording the program’s workflow and data

flow, which effectively reflects the program functionality and enables us to easily implement

reference-oriented equivalence testing. An example of found bug is shown in the right part of Fig.

1. Here the variable x is reported as undefined during execution (ReferenceError: x is not defined).

This error highlights a critical functionality bug introduced by JS-Confuser, demonstrating how

OBsmith effectively detects discrepancies between original program and obfuscated program.

3 OBsmith Approach
In this section, we present OBsmith, an automated framework that leverages LLMs to generate

sketches and use sketches to test JavaScript obfuscators. OBsmith constructs a multi-step pipeline

to test JavaScript obfuscators, its overall workflow is shown in Fig. 2.

The first step is LLM-powered sketch generation (§3.2 and §3.3). OBsmith contains an initial

prompt to define the sketch syntax and instruct LLMs to produce diverse and representative

JavaScript sketches. OBsmith also contains a feedback loop to help LLM generate high quality

sketches. Moreover, OBsmith has a extraction framework (§3.4) to automatically extract sketches

from existing JavaScript programs, which makes it more powerful.

Then LLM-generated and extracted sketches are used in program generation (§3.5) to get

concrete JavaScript programs. In program generation stage, OBsmith (i) fills the sketch by filling all

placeholders and generate concrete expressions in the sketch; and (ii) enhances the filled program

to log the program’s control flow and data flow. The output of program generation stage is a set of

enhanced candidate programs ready for obfuscation. The last step is use candidate programs and

call obfuscators to get multiple obfuscated variants. These variants with corresponding ground

truth are inputs to the follow-up testing stage. OBsmith uses a reference oracle for reference-

oriented equivalence testing (§3.7), complemented by metamorphic testing (§3.8) for robustness.

OBsmith uses different JavaScript obfuscators with different obfuscation configurations to obfuscate

candidate programs. The original candidate program and all obfuscated versions are executed within
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Fig. 2. OBsmith overall workflow

a standard JavaScript engine (Node.js). Unlike traditional differential testing in compiler testing

which lacks ground truth, OBsmith uses the original program as ground truth. OBsmith collects the

execution outputs of all obfuscated programs and compares these outputs with the ground truth.

If OBsmith finds any output inconsistencies, it reports the obfuscator as failed. Our correctness

criteria and observational equivalence are defined in §3.6.

3.1 Sketch Definition
This section formally defines the sketch language used by OBsmith. A sketch is a syntactically valid

JavaScript program augmented with placeholders that abstract over literals, variable references, and

expressions. Sketches are instantiated into concrete programs by a separate sketch-filling procedure

described in Section 3.5.

Overview. The sketch language is designed to satisfy two goals: (1) every sketch should be

parsable as a JavaScript program by standard tooling (e.g., Babel), and (2) a single sketch should

compactly represent a large family of concrete programs. To this end, placeholders are encoded

using ordinary identifiers and function calls, while semantic constraints such as scope resolution

and operator selection are enforced during sketch filling rather than in the grammar.

EBNF Grammar. Table 1 presents the EBNF grammar of the sketch language. The grammar

specifies only the syntactic structure of sketches; it does not encode semantic constraints such as

variable scope, type compatibility, or randomized generation strategies.

Operator Categories. Operators appearing in expression placeholders are drawn from the cate-

gories shown in Table 2. Operator lists specify alternative operators from which one is selected

during sketch filling.

Lexical Categories. Table 3 summarizes the lexical categories referenced in the grammar. These

categories follow standard JavaScript syntax and are not extended by the sketch language.

Discussion. The EBNF grammar defines the syntactic shape of sketches and ensures that every

sketch is a valid JavaScript program. It intentionally omits semantic constraints such as variable

scope, operand compatibility, and operator selection. These aspects are handled during sketch

filling, where placeholders are resolved and expression generators are instantiated into concrete
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Table 1. EBNF grammar of sketch expressions embedded in JavaScript programs.

Nonterminal Production
Program { 𝐽𝑎𝑣𝑎𝑆𝑐𝑟𝑖𝑝𝑡𝑆𝑡𝑎𝑡𝑒𝑚𝑒𝑛𝑡 }
JavaScriptStatement any JavaScript statement
Expression Atom

| ArithmeticExpr

| RelationExpr
| LogicExpr

Atom Identifier

| Literal
| Placeholder

Literal NumberLiteral

| BooleanLiteral
Placeholder numberLiteral

| booleanLiteral
| numberReference
| booleanReference

ArithmeticExpr arithmetic(Expression, Expression, OperatorList)
RelationExpr relation(Expression, Expression, OperatorList)
LogicExpr logic(Expression, Expression, OperatorList)
OperatorList Operator

| Operator , OperatorList

Table 2. Operator categories used in expression placeholders.

Category Operators
ArithmeticOp +, -, *, /, . . .
RelationalOp <, >, <=, >=, ==, ===, . . .
LogicalOp &&, ||

Table 3. Lexical categories used in the sketch grammar.

Token Description
Identifier JavaScript identifier

NumberLiteral JavaScript numeric literal

BooleanLiteral true | false
OtherJSStatement Any JavaScript statement not involving placeholders

JavaScript expressions. This separation allows the sketch language to remain simple while enabling

flexible and diverse program generation.

3.2 LLM-Powered Sketch Generation
OBsmith generates sketches—i.e., program templates with typed placeholders that capture domain

knowledge about JavaScript—by prompting an LLM with a constrained template language and

explicit formatting requirements (Fig. 4). The goal is to obtain (i) diverse yet valid templates

that exercise representative control-flow and data-flow patterns, and (ii) sketches that can be

deterministically instantiated by our program generator in §3.5.

Motivation. LLMs encode rich statistical priors over real-world code and idioms. By coupling a

constrained prompt with typed placeholders, OBsmith harnesses these priors to synthesize compact,
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Fig. 3. LLM-powered sketch generation with feedback loop (left) and corresponding location in OBsmith
framework

human-like templates that systematically expand into large, varied test suites—achieving breadth

unattainable with purely random grammars while keeping generator complexity low. Empirically,

this design yields high rates of syntactic validity and exposes correctness bugs across obfuscators

and configurations (see §4).

Prompt design. The prompt specifies: (1) the sketching DSL (literal, reference and expression

placeholders); (2) usage constraints (operands may be literals, references, or nested expressions);

(3) an I/O format that yields exactly ten sketches in a fenced code block; and (4) aworked example
that pairs a template with a filled instance to ground the LLM’s understanding of intended semantics.

This mix of schema, constraints, and exemplars reduces drifting and encourages syntactically

uniform outputs that downstream tooling can parse. The full prompt is accessible on Zenodo [36].

Diversity controls. We ensure diversity at two stages: sketch synthesis and sketch instantiation. (1)

Sketch synthesis (LLM stage). Firstly, OBsmith’s prompt explicitly asks for representative JavaScript

idioms and control-flow constructs (e.g., loops, branches, function calls, and array operations)

and requests distinct sketches per invocation, encouraging structural variety rather than repeated

patterns. Furthermore, we generate sketches in a single LLM session, keeping prior outputs in

context and explicitly prompting the model to avoid producing sketches similar to earlier ones.

(2) Sketch instantiation (filling stage). OBsmith then expands each sketch into many concrete

programs by sampling at controlled variability points: literals are randomized; references are

selected via scope analysis from in-scope variables of the appropriate type; and expression factories

sample an operator from an explicit operator set (and may nest recursively to increase AST depth).

Finally, we repeat this filling procedure multiple times per sketch, producing a set of distinct

programs from the same template.

Together, these mechanisms yield diverse CFG/DFG shapes and expression structures from a

compact sketch specification.

Validity guards in the prompt. Because program generation (§3.5) assumes sketches are parsable
JavaScript with placeholders, the prompt: (1) requires placeholders to appear where the resulting

types are admissible (e.g., numberLiteral in numeric contexts, booleanReference in predicates);

and (2) constrains expression factories to binary operators (logical, relational, arithmetic). These

instructions align the LLM outputs with the OBsmith sketch syntax and reduce post-hoc repair.
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Fig. 4. Program generation workflow (left) and reference-oriented equivalence testing workflow (right)

3.3 Feedback Loop for Sketch Generation
To enhance the effectiveness of LLM-powered sketch generation, OBsmith incorporates a feedback
loop that automatically leverages prior test outcomes to guide the synthesis of new sketches. This

mechanism transforms the testing process from a one-shot generation exercise into an adaptive,

iterative cycle that continually improves coverage of bug-revealing scenarios.

Motivation. While LLMs can produce diverse and syntactically valid sketches from carefully

designed prompts (§3.2), their output may drift toward common or uninformative patterns. At the

same time, reference-oriented equivalence testing (§3.7) often produces valuable signals in the form

of failures, inconsistencies, or execution traces that highlight semantic corner cases. The feedback

loop is designed to exploit these signals: instead of discarding failures after bug discovery, OBsmith

repurposes them to guide future sketch generation.

Agent Loop Architecture. The feedback loop of OBsmith employs a multi-agent framework with

distinct roles:

(1) Bug report analysis. A LLM-based bug analysis agent is prompted to analyze the execution

result and corresponding failing programs. It summarizes the discrepancy (e.g., suppressed

exceptions, scope violations, control-flow divergence) in the structured execution result. Then

it generate a bug report captures key features of the bug-triggering scenario while abstracting
away irrelevant details.

(2) Sketch refinement. The second LLM takes the bug report as input and generates new

sketches that are likely to reproduce or generalize the observed issue. For example, if the bug

report highlights mishandling of eval() or incorrect scoping of class constructors, the LLM

is instructed to embed placeholders involving these constructs into new sketches.

Interaction with follow up testing. The feedback loopworks synergistically with reference-oriented
equivalence testing (§3.7) and metamorphic testing (§3.8). While testing reveals reusable patterns

from failing programs, the feedback loop ensures that LLMs actively explore related semantic

neighborhoods. This combined mechanism balances data-driven generalization (via LLM) and

deterministic reuse (via testing), enabling both novelty and stability in the evolving sketch corpus.

Benefits. By coupling bug-driven feedback with generative modeling, OBsmith can progressively

concentrate its testing effort on areas where obfuscators are fragile. This adaptive process reduces
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redundant sketch generation, improves the precision of bug discovery, and ensures sustained

effectiveness as new obfuscators or configurations are introduced. In practice, our evaluation

(§4) shows that the feedback loop substantially increases the number of distinct correctness bugs

detected compared to generation without feedback.

Summary. The feedback loop elevates OBsmith from a static testing framework to a self-improving

system. By turning runtime failures into structured prompts for sketch synthesis, it creates a vir-

tuous cycle in which every discovered bug enriches the generator, leading to more robust and

targeted testing in subsequent iterations.

3.4 Sketch Extraction from Real-World Program
In addition to LLM-powered sketch generation (§3.2), another component of OBsmith’s sketch

generation is automatic sketch extraction, which aims to automatically extract reusable program

sketches from real-world JavaScript programs.

Motivation. Reference-oriented equivalence testing and metamorphic testing (§3.7, §3.8) fre-

quently reveal program fragments that expose semantic inconsistencies in obfuscators. These

fragments often encode subtle interactions between JavaScript features—such as scoping rules,

exception propagation, or dynamic evaluation—that are difficult to anticipate in manual prompt

design. Automatically converting such fragments into parameterized sketches increases test di-

versity while focusing future iterations on bug-revealing structures. Moreover, sketch extraction

can automatically use existing JavaScript programs, which usually contain the developer’s domain

knowledge and have been proven to be effective for compiler testing [93]. For the above two reasons,

OBsmith also designed an automated framework to extract sketches from existing programs.

Extraction Pipeline. OBsmith implements the extraction at the AST level. It parses the concrete

JavaScript program to a Babel AST and proceeds the sketch extraction in two steps:

(1) Collect candidates. Identify variables that hold numbers or booleans.

(2) Replacement. The program is parsed into an Abstract Syntax Tree (AST), and literals,

variable references, and selected expressions are abstracted back into OBsmith placeholders

(numberLiteral, booleanReference, arithmetic(), etc.). The generalization step ensures

that the resulting sketch is type-correct and can be re-instantiated with diverse values and

expressions.

Benefits. By automating the discovery of new sketches, OBsmith transforms one-off bug-triggering

programs into systematic generators of test cases. This mechanism reduces manual effort, broadens

semantic coverage, and enables continuous adaptation of the testing pipeline as new obfuscators or

language features emerge. Importantly, sketch extraction allows OBsmith to evolve its corpus in

tandem with the domain, turning transient failures into long-lasting assets for regression testing.

Summary. Togetherwith LLM-powered sketch generation, programfilling, and reference-oriented

equivalence testing, sketch extraction completes a feedback-driven workflow that continually en-

riches OBsmith’s test suite. This synergy ensures that OBsmith is not only capable of finding bugs

once, but also of systematically amplifying its effectiveness over time by reusing and refining

bug-inducing patterns.

3.5 Sketch-Based Program Generation
OBsmith generates sketches using LLMs and auto-extraction, and these sketches are input to the

program generator. Program generation is a two-step process that transforms partial sketches into

complete, executable JavaScript programs which are ready for equivalence checking.
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(1) Sketch filling. OBsmith systematically replaces all placeholders and incomplete expressions in

each sketch. OBsmith traverses the sketch and substitutes each placeholder with a concrete

value or expression, producing a filled concrete program.

(2) Program enhancing. Filled programs are augmented with testing oracles that enable straight-

forward equivalence checking between original and obfuscated code. These oracles ensure

that behavioral differences can be reliably observed during execution. The output of this

stage is a set of candidate programs, ready to be obfuscated and evaluated.

3.5.1 Sketch filling. The sketch filling is a specialized code transformation phase to transform

an abstract sketch into multiple, unique, and concrete JavaScript programs. It systematically fills

the literal and reference placeholders with random values or variables and uses an "expression

generator" to fill expression placeholders within a sketch, effectively translating the high-level

program template into executable JavaScript code. This process is the first and critical step in

creating the diverse corpus of programs required for effective testing.

We implement sketch filling algorithm in Babel, which allows parsing with placeholders into

an AST. For each program to be generated, the sketch is parsed into an AST using a standard

Babel JavaScript parser. OBsmith traverses and fills placeholders using a visitor pattern. At each

node, it checks for the presence of OBsmith’s specialized placeholders. When a match is found, it

performs a transformation. OBsmith’s sketch filling logic is divided based on the type of placeholders

encountered during the AST traversal.

Literal placeholders. (numberLiteral and booleanLiteral). These are the simplest transformations,

typically involving the replacement of an Identifier node in the AST. (numberLiteral, booleanLiteral):

When an identifier matching one of these placeholders is found, it is replaced with a new Literal

node in the AST. The value of this literal is a randomly generated primitive of the corresponding

type. For booleanLiteral, OBsmith simply replaces it with a True or a False with equal probability.

Since JavaScript only provides the Number class and doesn’t distinguish between Integer and Float

numbers, for numberLiteral, OBsmith generates a random integer or a random float with equal

probability.

Reference placeholders. (numberReference and booleanReference). This is a more complex opera-

tion that requires scope analysis. When a reference placeholder is found, the script traverses up

the AST from the current node to find all variable declarations in the current and parent scopes.

It filters this list to find variables of the correct type and randomly selects one from the filtered

results. The placeholder Identifier node is then replaced with a new Identifier node containing the

name of the selected variable. If no suitable variable is found in current scope, OBsmith uses a

corresponding boolean or number value to fill the sketch.

It’s worth noting that in addition to using explicitly defined variables (let a = 1; let b =
True), OBsmith also supports filling sketches with elements from arrays. Unlike other programming

languages that contain strict type check mechanism, JavaScript allows elements of different types

to exist in the same array. For example, let arr = [True, 3.1415926, "Hello World!", 1];
is a valid statement in JavaScript. If arr is accessible in current scope, OBsmith can use arr[0] to

fill booleanReference and use arr[1] or arr[3] to fill numberReference.

Expression placeholders. (e.g. arithmetic(operand1, operand2, operator1, operator2 ...)) This is the

most sophisticated part of the sketch filling algorithm. The expression placeholders are identified

as CallExpression nodes in Babel AST. When a CallExpression node whose callee is one of the

generators (arithmetic, relation, logic) is found, the script performs the following steps:

Proc. ACM Program. Lang., Vol. 10, No. OOPSLA1, Article 96. Publication date: April 2026.



96:12 Shan Jiang, Chenguang Zhu, and Sarfraz Khurshid

(1) Argument Resolution: The first two parameters represent the left and right operands, respec-

tively. OBsmith recursively processes these two parameters passed to the generator function.

If operand is another expression placeholder, the inner expression placeholder is parsed first.

If it is a literal or reference placeholder, it is replaced as described above. This recursive

population method correctly constructs deeply nested expression placeholders.

(2) Operator Selection: Starting with the third parameter, the operators that can be used for this

expression placeholder are represented. OBsmith examines the operator parameter (which

can be a string literal such as "+", "*", "===", or the operator itself +, *, ===). OBsmith randomly

selects one of these operators to use in the final expression.

(3) Node Transformation: The original CallExpression node is removed from the AST and replaced

with a new BinaryExpression node. This new node’s left and right attributes (operand) are set

to the parsed operand parameters, and its operator attribute is set to the randomly selected

operator.

Invalid expression syntax. Although we have instructed LLMs to generate valid sketches through

a series of prompting techniques as shown in §3.2, we still find that LLM generate syntactically

incorrect sketches that are different from our intention. To enhance usability, OBsmith has designed

error tolerance mechanisms for some common error types to reduce program generation failures

caused by operator errors. Specifically, the following measures are taken for common operator

errors.

(1) Use unary operator in expression placeholder. If a unary operator 𝑢𝑛𝑎𝑟𝑦_𝑜𝑝 appears in an

expression placeholder and 𝑢𝑛𝑎𝑟𝑦_𝑜𝑝 is selected when filling sketch, OBsmith generates a

unary expression node using the first operand and ignoring the second operand. The unary

expression node will replace the original expression placeholder.

(2) No operator in expression placeholder. If there is no operator in the expression placeholder,

and only two parameters represent the left and right operands, OBsmith will randomly select

one from all Binary operators and use these two parameters as the left and right operands to

generate a binary expression node, which will replace the original expression placeholder.

After the AST traversal and filling are complete for one iteration, the modified AST—which no

longer contains any OBsmith defined placeholders—is passed to Babel, which converts the AST

back into a syntactically correct JavaScript program. The process is repeated multiple times to

produce a set of distinct programs from a single sketch, with randomness introduced at specific,

controlled placeholders.

3.5.2 Program Enhancing. Program enhancement is a source-to-source transformation that takes a

filled JavaScript program (in §3.5.1)as input and systematically injects logging code to produce an

enhanced program. The goal is to make the program’s execution process observable and determin-

istic but not change its behavior and functionality. OBsmith implements the program enhancement

in Babel. The input (filled) program is first parsed into an AST, which OBsmith traverses top-down

using a visitor pattern. During traversal, new ExpressionStatement nodes are injected at loca-

tions such as BlockStatement or FunctionDeclaration, with each ExpressionStatement node

containing a CallExpression (e.g., console.log) for logging. After traversal, the enhanced AST is

converted back to JavaScript code and written to an output file. The enhancement involves several

different types of logging code injection, each designed to provide different aspects of runtime

observability. Specifically, we inject the following logging instruments.

Global error handling. JavaScript is a lightweight, function-first, interpreted (or just-in-time

compiled) language that executes code line by line. Because of this characteristic, JavaScript lacks a

main function, making it difficult to determine the complete execution of a program. Therefore,
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we designed global error handling to wrap the entire program body in a global try...catch block.

Specifically, the program’s top-level statements are moved into the body of a TryStatement node. A

CatchClause is added to handle any exceptions, logging the caught error and the error message.

This ensures that any uncaught exceptions during program execution are caught and logged in a

standard format (e.g., "!!! GLOBAL ERROR Caught!!!"). When an error is caught, this mechanism

also forces the program to exit with a non-zero status code (process.exit(1)), clearly signaling failure

to the test script.

Block level control flow tracing. OBsmith identifies every block statement in the AST. A block

statement is a sequence of statements enclosed in curly braces, such as a function body in function

declaration node, the consequent and alternate block of an if statement, or the body of a for or

while loop. OBsmith contains both block entry and block exiting log. Specifically, a console.log

statement is prepended to the beginning of every block. This log indicates entry into the block,

using its location in the source file as a unique identifier (e.g., "-> Entering Block@<line>:<col>").

A console.log statement is appended to the end of every block to signal its completion (e.g., "<-

Exiting Block@<line>:<col>").

Data flow tracing via state checksum. This is a critical instrumentation for detecting data-flow

bugs. Just before the exit log of every block, another console.log is injected. This statement performs

scope analysis to identify all accessible variables from current block. It then logs the name and

current value of each variable. The Log Format is as follows " — Checksum for Block@<line>:<col>

— var1: value1, var2: value2, ..." This "checksum" provides a snapshot of the program’s data state at

the end of every basic block. OBsmith uses this output to verify that the data state of an obfuscated

program matches the baseline at every step of execution.

Function call instruments. To observe the arguments passed to functions, additional logging

is injected. At the beginning of every function’s body (immediately after the block entry log),

a console.log is added. The Log Format is "=> Entering function: <functionName> Arguments:

<arg1>, <arg2>, ..." This log makes the dynamic call graph and the data passed between functions

explicit, allowing for the detection of bugs where an obfuscator might reorder or incorrectly modify

function arguments.

3.6 Correctness Criteria and Observational Equivalence
Goal and scope. An obfuscator is intended to be semantics-preserving: the obfuscated program

should exhibit the same behavior as the original one when executed in the same runtime environ-

ment (e.g., a fixed Node.js version). Because fully proving semantic equivalence for JavaScript is

infeasible in general, OBsmith adopts an observational equivalence criterion based on a normalized

observable trace that is (i) substantially stronger than comparing only final outputs, and (ii) directly

checkable at scale.

Observable trace. Given a program 𝑃 and an input 𝑥 (OBsmith programs may take no explicit

input; 𝑥 may be empty), we execute 𝑃 under a fixed environment 𝐸 with OBsmith instrumentation

enabled and obtain a sequence of runtime events:

Trace𝐸 (𝑃, 𝑥) = ⟨𝑒1, 𝑒2, . . . , 𝑒𝑛⟩.

Each event 𝑒𝑖 belongs to a finite set of observable event kinds, including:

• I/O events: Out(𝑠) and Err(𝑠) for normalized writes to stdout/stderr.
• Termination events: Exit(𝑘) for a normal exit code 𝑘 , and Timeout if the run exceeds the

time budget.
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• Exception events: Throw(𝜏,𝑚) for uncaught exceptions, recording (a normalized form of)

the exception type 𝜏 and message𝑚.

• Control-flow events: Enter(𝑏) and Leave(𝑏) when entering/leaving an instrumented basic

block 𝑏.

• Data-flow summaries: State(𝑏, ℎ) at selected boundaries, where ℎ is a checksum of in-scope

variable values at block 𝑏.

• Call events: Call(𝑓 , ®𝑎) recording a normalized callee identifier 𝑓 and argument summary ®𝑎
for selected calls.

Normalization. To make traces comparable across runs, OBsmith applies a deterministic nor-

malization function Norm(·) to event payloads (e.g., canonicalizing line endings, eliding runtime-

specific prefixes in stack messages, and serializing values into a stable representation before

hashing). In particular, State(𝑏, ℎ) uses a stable serializer and a hash function over primitive values

and bounded summaries of objects/arrays to avoid brittleness due to formatting differences while

still detecting semantic drift. We denote the resulting normalized trace by:�Trace𝐸 (𝑃, 𝑥) ≜ Norm(Trace𝐸 (𝑃, 𝑥)) .

Operational semantic equivalence. We define two programs 𝑃 and 𝑄 to be observationally equiva-
lent under environment 𝐸 and input 𝑥 , written 𝑃 ≈𝐸,𝑥 𝑄 , iff their normalized traces are identical:

𝑃 ≈𝐸,𝑥 𝑄 ⇐⇒ �Trace𝐸 (𝑃, 𝑥) = �Trace𝐸 (𝑄, 𝑥).
This relation is intentionally stronger than “same final output”: it requires agreement on termination

mode (normal exit vs. exception vs. timeout), the dynamic control-flow path (block enter/leave

sequence), and a coarse-grained but effective approximation of data-flow and call behavior (state

checksums and call-argument summaries).

Correctness criterion for obfuscation. Let O be an obfuscator and 𝑐 an obfuscation configuration.

OBsmith tests correctness by executing the original program 𝑃 and its obfuscated version O𝑐 (𝑃)
on the same input 𝑥 and checking:

𝑃 ≈𝐸,𝑥 O𝑐 (𝑃).
Any violation indicates a semantic divergence in the tested environment 𝐸 and under the operational

criterion above.

Handling nondeterminism. JavaScript programs and runtimes can exhibit nondeterminism (e.g.,

due to time, randomized hashing, or scheduling). OBsmith therefore (i) avoids nondeterministic

APIs in generated tests by construction when possible, and (ii) reruns executions multiple times:

a discrepancy is reported as a bug only if it reproduces consistently across reruns of both 𝑃 and

O𝑐 (𝑃).

Limitations. Our criterion does not claim full semantic equivalence for all JavaScript behaviors,

especially those involving external I/O, the network, or environment-dependent APIs. Instead, it

provides a practical, scalable, and substantially stronger-than-output notion of equivalence that is

well-suited for detecting semantic drift introduced by source-to-source obfuscation.

3.7 Reference-Oriented Equivalence Testing
Differential testing is a widely adopted technique in compiler validation [87, 94], where the absence

of a reliable ground truth necessitates comparing the outputs of multiple compiler variants on

the same input program. In contrast, OBsmith operates under the assumption that the original

JavaScript program, executed directly in a trusted engine (Node.js), serves as the reference oracle
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(ground truth). This allows OBsmith to adapt reference-oriented equivalence testing specifically

for the obfuscation domain.

Methodology. Given a candidate program generated from a sketch, OBsmith applies multiple

obfuscators (e.g., JS-Confuser, Obfuscator.IO) under different configuration settings. The original

and obfuscated programs are then executed within Node.js. OBsmith collects and normalizes their

execution outputs, where the output of the original program is treated as the reference oracle.

Equivalence Checking. For each obfuscated variant, OBsmith compares its execution results with

the oracle. The comparison includes:

• Standard Output: Console outputs must be identical across all runs.

• Exceptions: Exception types and messages must match; stack traces are ignored due to

nondeterministic file names and line numbers.

• Termination Behavior: Programs must terminate consistently. Divergences such as prema-

ture exits or runtime crashes are flagged as failures.

A mismatch in any category constitutes a correctness bug introduced by the obfuscator.

Timeout Handling. Randomly generated candidate programs may introduce non-terminating

behavior (e.g., while(true)). To avoid indefinite execution, OBsmith enforces a strict timeout of 60

seconds. If both the original and obfuscated programs exceed this limit, the test case is considered

consistent and marked as a pass. Otherwise, the discrepancy is recorded as a failure.

Summary. By leveraging the original program as a reference oracle, OBsmith strengthens dif-

ferential testing with a reliable ground truth, termed reference-oriented equivalence testing. This

adaptation enables precise detection of semantic inconsistencies introduced by obfuscation, distin-

guishing it from traditional approaches that rely on consensus among potentially flawed variants.

3.8 Metamorphic Testing
Reference-oriented equivalence testing (§3.7) is our primary mechanism for checking semantic

equivalence between an original program and its obfuscated counterpart. In addition, we explore

whether metamorphic testing can stress obfuscators by applying equivalence-preserving rewrites

to the inputs before obfuscation and then verifying that obfuscation does not change program

behavior. The goal here is not limited to the “single-obfuscator available” setting; rather, it is to

probe whether obfuscators are robust to semantics-preserving variation in their inputs.

Motivation. Many source-level rewrites leave a program’s observable semantics unchanged. If an

obfuscator is semantics-preserving, then applying such a rewrite to a program before obfuscation
should not alter the behavior of the resulting obfuscated code. For example, constant folding,

algebraic rewriting, or renaming of variables should not alter the runtime behavior of a program.

If applying such a semantics-preserving transformation before and after obfuscation produces

divergent outputs, the obfuscator has introduced a correctness bug.

Metamorphic Relations. OBsmith defines a suite of metamorphic relations (MRs) over JavaScript

programs. Our implementation use three most frequently used MRs in compiler testing:

• Algebraic equivalence: Replacing 𝑥 + 0 with 𝑥 , 𝑥 × 1 with 𝑥 , or (𝑥 + 𝑦) − 𝑦 with 𝑥 .

• Control-flow equivalence: Transforming if (true) {S} into 𝑆 , or flattening nested

conditionals into equivalent disjunctions.

• Dead-code injection/removal: Adding or removing statements that provably do not affect

program outputs (e.g., if (false) {...}).
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Each MR captures a known semantic invariant. The transformations are automatically applied to

programs generated from sketches, and both the original and transformed variants (by MRs) are

processed by the obfuscator under test.

Testing Workflow. For each sketch instantiation:

(1) Generate a concrete program 𝑃 and one or more metamorphic variants {𝑃1, 𝑃2, . . . } using
the MRs above.

(2) For each obfuscator 𝑂 under test, apply 𝑂 with different configuration settings to 𝑃 and to

each 𝑃𝑖 , producing multiple obfuscated versions {𝑂 (𝑃),𝑂 (𝑃1), . . . }.
(3) Execute all obfuscated programs under the same runtime environment, collecting their

outputs and observable side effects.

(4) Report a correctness bug if any obfuscated version of 𝑃 and its corresponding 𝑃𝑖 differ in

output, runtime exception behavior, or termination status.

Benefits. Metamorphic testing directly evaluates an obfuscator’s invariance to semantics pre-

serving rewrites, exposing order-sensitivity and brittle interactions between transformation passes

(e.g., encoder/decoder pipelines, control-flow flatteners, scope virtualizers). It is equally applicable

when multiple obfuscators are available and when only one is present, and it supports lightweight

regression tests across versions/configurations of the same tool.

Relations to obfuscation. Metamorphic relations (MRs) provide test amplification rather than

defining correctness. For an MR𝑚, OBsmith first checks that𝑚 preserves behavior on original

program, i.e., 𝑃 ≈𝐸,𝑥 𝑚(𝑃). Only then does it check that obfuscation preserves this equivalence as

well, by comparing O𝑐 (𝑃) and O𝑐 (𝑚(𝑃)) against their respective references. This separates the
system under test (the obfuscator) from the controlled transformations used to generate additional,

independently-checkable test inputs.

Summary. By encoding program equivalences as metamorphic relations, OBsmith provides

a lightweight yet powerful mechanism to validate obfuscators in the absence of oracles. This

technique, in combination with reference-oriented equivalence testing, yields comprehensive

correctness checking across both multi-obfuscator and single-obfuscator scenarios

4 Results
To evaluate OBsmith, we study the following research questions:

• RQ1: How well LLMs follows the prompt and generate syntactically valid sketches?

• RQ2:What critical bugs does OBsmith detect in real-world JavaScript obfuscators?

• RQ3: How effective is OBsmith compared with the state-of-the-art techniques?

• RQ4:What are the contributions of the major components of OBsmith?

4.1 Experimental Setup
4.1.1 Large language models. Regarding LLM selection, we used the most capable LLMs available

at the start of the experiment. For each LLM, we generate 100 different sketches. We also test the

coding agent and see its effectiveness in generating sketchs compared to directly use base model.

For fair comparison since coding agent like Gemini-CLI or Claude Code can see the whole project,

we generate sketches first and then put other LLMs results into our project directory. Specifically,

we use the following models: Gemini 2.5 Pro, GPT-5, Claude 4 Opus, Qwen3-235B-A22B-2507, Grok

4. Besides, we also evaluate LLM agent’s ability in sketch generation. We use Gemini CLI with

Gemini 2.5 Pro to generate 100 sketches as well. In order to fair comparison, we begin with Gemini

CLI without other models’ results, in other words, we do this first.
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4.1.2 Obfuscators under test. Based on Google’s investigation [34], Obfuscator.IO [4] and JS-

Confuser [3] are among the most widely used JavaScript obfuscators in industrial production. We

therefore evaluate on these two tools to study failures in widely deployed obfuscation pipelines.

We focus on two obfuscators to enable systematic coverage across configurations and to support

thorough triage and root-cause analysis, rather than spreading the evaluation budget thinly across

many tools.

Both tools take as input a candidate program and a JSON configuration that specifies obfuscation

options. Because an obfuscator’s behavior can vary substantially with its settings, we run each

candidate program under multiple configurations to generate a diverse set of obfuscated variants

and increase coverage of the transformation space.

JS-Confuser provides three preset configurations (Low, Medium, High), and we use them without

modification. Obfuscator.IO provides four presets (Default, Low, Medium, High), which we also

use, with a small number of necessary adjustments for compatibility with our pipeline. Our imple-

mentation of OBsmith checks program equivalence using console.log; however, Obfuscator.IO’s

Low/Medium/High presets disable the console, so we set the corresponding option to false. In

addition, Obfuscator.IO’s High preset enables debug protection, which can cause scripts to hang

forever, so we disable that option as well. Finally, we disable compact mode (which places the entire

program on a single line), because V8 may reject extremely long lines with an “invalid size” error.

We make no other configuration changes.

4.1.3 JavaScript Engine. We use Node.js to run our experiments. At its core, Node.js is a server-

side JavaScript runtime environment built on the foundation of the V8 JavaScript engine. V8 is

developed by Google and used in its Chrome browser, which is responsible for taking the JavaScript

code written in a Node.js application and compiling it into the machine code that the computer

can execute directly. This compilation process, leveraging V8’s Just-In-Time (JIT) compilation

and optimization techniques, allows Node.js applications to achieve high levels of performance

and efficiency, particularly in handling concurrent connections and asynchronous operations.

Essentially, V8 provides the raw power of JavaScript execution, while Node.js extends that power

with a rich set of APIs and modules, making it a complete environment for building scalable

server-side applications.

4.1.4 Extraction dataset. To evaluate sketch extraction, we uniformly sampled 1,000 source files

from the 150k JavaScript Dataset [62]. For each file, our extractor produced a single sketch. We

then instantiated every sketch into three concrete programs, yielding a total of 3,000 instantiated

programs for downstream evaluation.

4.1.5 Baseline. We select five JavaScript fuzzers (FuzzJIT [80], Jsfunfuzz [2], DIE [61], Fuzzilli [25],

and Superion [79]) as baselines. FuzzJIT [80] is an oracle-enhanced fuzzing technique to detect non-

crashing and crashing JIT compiler bugs. Jsfunfuzz is a generation based fuzzer for JavaScript/Node

packages (practical for fuzzing JS libraries). DIE advances the crossover by restricting the types of

sub-tree. Fuzzilli is a coverage-guided fuzzer for JavaScript engines based on a custom intermediate

language, FuzzIL, which can be mutated and translated to JavaScript. Instead of mutating the AST,

or other syntactic elements of a program, FuzzIL facilitates convenient mutations on the control

and data flow of a program. A FuzzIL program contains a list of instructions, and can be lifted to a

JavaScript program for testing. Fuzzilli is popularly adapted to build powerful JavaScript fuzzer by

academia researchers and industry practitioners. Superion finds bugs by conducting crossover on

the AST sub-trees of two parent samples.

In our comparison experiments, we use the implementations of baselines except FuzzJIT provided

by UniFuzz [43], which is a fuzzing approach evaluation benchmark and provides a collection of
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docker for 37 well-known fuzzers, including Superion, DIE, Jsfunfuzz, and Fuzzilli, to ease the

evaluation of different fuzzing approaches. Only Superion and DIE require initial seeds. DIE’s initial

seed corpus contains 100 JavaScript files generated by its given script, and the same set of initial

seeds are also used for Superion. For FuzzJIT, we use their official implementation.

4.1.6 Test budget. We budget testing effort by the number of generated candidate programs (i.e.,

the number of inputs submitted to the obfuscator), rather than by wall-clock time. This choice

is motivated by the high variability of LLM generation latency, which can differ substantially

across runs and prompts and becomes even less predictable when enabling thinking-style infer-
ence. A time budget would therefore conflate testing effectiveness with model-side latency and

infrastructure effects, making comparisons between LLM-based generation and traditional fuzzers

inherently unfair. Moreover, the two approaches differ fundamentally in their search strategy and

computational profile: LLM-based synthesis is driven by token-level inference (sensitive to prompt

length, retained context, and inference mode), whereas traditional fuzzers typically explore the

input space via lightweight mutations guided by coverage feedback and are primarily bounded

by execution throughput. Under a wall-clock budget, these mismatched dynamics would bias

results toward whichever approach happens to be cheaper under a particular model and hardware

configuration. By contrast, a test-count budget isolates effectiveness per generated input and yields

more reproducible comparisons.

4.2 RQ1: LLMs’ Sketch Generation Ability

Table 4. Syntax validity and error types in LLM-generated sketches, each model generate 100 sketches

Valid Syntax No op Ternary op Unary op placeholder Self-defined op

Gemini 2.5 Pro 92 × × ×
GPT 5 98 ×
Claude 4 96 × ×
Qwen 3 88 × × ×
Grok 4 69 × × × ×
Gemini CLI 94 × ×

Table 4 summarizes the quality of sketches produced by different LLMs. We evaluate (i) syntactic

validity of generated sketches and (ii) adherence to the sketch spec, focusing on five recurring

error modes: No-op (missing operator in a composite expression, especially in nested expressions),

Ternary op (using ternary where our DSL forbids it), Unary op (introducing unary ops in expres-

sions), Placeholder (using unsupported placeholder types), and Self-defined op (invented operators

not in our grammar).

Overall performance. The strongest models—GPT-5 (98% valid), Claude 4 (96%), and Gemini 2.5

Pro (94%)—largely followed the prompt and DSL. Their residual errors were rare and concentrated

in operator handling. Our error-tolerance pass converts sketches with a missing operator or stray

unary operator into runnable programs, preventing pipeline crashes. Ternary op, Unsupported
Placeholder, and Self-defined op violations are unrecoverable within our DSL.

Per-model breakdown.
• GPT-5 (98% valid). Almost fully compliant; we observed no systematic category of spec

violation in the sampled set. Occasional minor formatting irregularities were corrected by

the sanitizer.
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• Claude 4 (96% valid). High compliance overall, with a small number of ternary insertions

(e.g., embedding cond ? a : b inside a placeholder). These violate our sketch grammar.

• Gemini 2.5 Pro (92% valid). Solid adherence with two recurring operator issues: (i) No-
op—omitting a logical or arithmetic operator inside a nested expression; and (ii) Unary
op—placing ! or ++ inside placeholders. Both are handled by our tolerance mechanism

(assigning a safe default operator; stripping/hoisting the unary op).

• Qwen 3 (88% valid). Partial task understanding but frequent violations of our constraints.

The dominant errors are No-op omissions and Ternary op use inside placeholders, which

cannot be auto-repaired and would otherwise crash sketch filling.

• Grok 4 (69% valid).Most non-compliant. In addition to No-op and Unary op misuse, Grok

frequently introduced Placeholder types outside our DSL (strings) and Grok is the only model

to fail in this area. Same as Qwen, Grok also Self-defined op which is out of our sketch syntax.

• Gemini CLI (94% valid). Using the same base model as Gemini 2.5 Pro but with repository

context, the agent followed the sketch–fill–enhance workflow reliably. The main residual

issue was occasional Unary op and No-op omissions.

Code-agent vs. base model. The Gemini CLI agent (94% valid) shows that lightweight code

awareness—file-system context plus access to repository scripts and documentation—substantially

reduces spec violations relative to its base model. Residual issues are mostly occasional missing-

operator (“no-op”) cases. Importantly, all Gemini CLI errors are automatically recoverable by our pre-

processing/filling scripts, likely because the agent adheres more closely to the sketch–fill–enhance

interfaces exposed by the repository.

Answer to RQ1: GPT-5, Claude 4, and Gemini 2.5 Pro generate sketches that are both syntactically

valid and DSL-conformant in the vast majority of cases, with residual issues concentrated in

operator specification that our tolerance pass can absorb. Qwen 3 and Grok 4 struggle with

domain-specific constraints, producing unrecoverable DSL violations. Providing task context

via a code agent improves adherence without changing the underlying LLM.

4.3 RQ2: Case Study
UsingOBsmith, we systematically reveal correctness bugs in bothObfuscator.IO and JS-Confuser. All

identified bugs were reproducible and confirmed across both the online version in the obfuscator’s

website and the latest releases available in their respective GitHub repositories.

4.3.1 Bugs in JS-Confuser.

• Constructor name corruption: JS-Confuser alters the constructor name of classes. For

example, evaluating console.log(bx.constructor.name) produces incorrect results across
all three configuration levels.

• eval() crashes: Programs that execute correctly in their original form crash after obfuscation,

consistently across all configurations.

• Silent “fixes” of exceptions: In medium and high configurations, JS-Confuser modifies

behavior so that programs that should raise exceptions instead complete execution without

error.

• Incorrect error handling: In medium and high configurations, expected exceptions are

either suppressed or altered, resulting in the loss of valuable debugging information.

• Scope violations: Variables accessed out of scope return undefined post-obfuscation,

whereas debug information was available beforehand.
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• Control-flow modifications: In some medium-level configurations, the control flow is

altered, leading to different return values. For instance, programs that should terminate with

an exception instead end normally.

• Undefined value mishandling: Similar to the control-flow issues, undefined values are
silently “corrected,” altering return types. This occurs in medium and high configurations,

effectively masking underlying errors.

4.3.2 Bugs in Obfuscator.IO.
• Unhandled constructs: Certain valid JavaScript constructs cannot be obfuscated. Examples

include:

– async function () { } / 1;
– class x { static { function x() { } function x() { } } }
– ! class { }();

• Type errors: Some transformed programs result in runtime TypeErrors, breaking semantic

equivalence with the original code.

4.3.3 Error-prone obfuscation techniques. Our failures exhibit clear configuration dependence,

but the dominant risk factors are as follows. For JS-Confuser, we observed that more aggressive

presets (e.g., Medium/High) are more likely to trigger semantic deviations because they enable

transformations that interact poorly with JavaScript’s dynamic semantics and reflective features. A

recurring error-prone family concerns exception and unresolvable-identifier handling: obfuscation
may replace a required ReferenceError with the value undefined, which can change control flow

(e.g., altering which try/catch paths execute) or silently propagate undefined into program state.

A second family involves renaming under reflection: aggressive renaming can break eval-based
code when string-evaluated expressions refer to original identifiers, and it can change observable

identifier metadata such as constructor.name. These observations suggest that JS-Confuser con-
figurations enabling aggressive renaming and exception-related rewrites are comparatively riskier,

while less aggressive presets are safer when applications rely on precise exception behavior or

reflection.

For Obfuscator.IO, the main configuration-dependent issue we observed is associated with

control-flow flattening, which can lead to a runtime TypeError. In contrast, the other crashes we

encountered are parsing-stage failures that persist across all tested presets, suggesting that they are

less sensitive to configuration choices. We emphasize that these findings are empirical observations

from our test suite rather than universal guarantees.

Answer to RQ2: These findings demonstrate that correctness bugs are pervasive in widely used

obfuscators. While some errors manifest as program crashes, others are more insidious—such as

silent changes in return values or suppressed exceptions—that can undermine program reliability

and complicate debugging. OBsmith’s LLM-driven, sketch-based testing proves highly effective

at surfacing such issues, reinforcing the need for rigorous correctness validation in obfuscator

development.

4.4 RQ3: Comparison Experiment
We compare OBsmith against five JavaScript fuzzers (FuzzJIT, JSFuzz, Superion, DIE, and Fuzzilli)

on the same backend (V8 as shipped in Node.js) under an equal program budget. Concretely, we use

six generators—five LLMs plus one agent (Gemini CLI) —to produce 600 sketches (100 per LLMs)

and instantiate 5 programs per sketch, yielding 3,000 programs. Each technique then exercises

V8 on this budget, and we record whether a technique exposes a unique bug (newly observed
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Table 5. Comparison with baseline and ablation study, Issue IDs refer to GitHub issues in OWNER/REPO.

Bug [Issue ID]
Comparison with baselines Ablation study

OBsmith FuzzJIT Jsfunfuzz Superion DIE Fuzzilli -l -f -e -m -r

constructor name [185] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

eval crash [186] ✓ ✓ ✓

silent fix [188] ✓ ✓ ✓

error handling [188] ✓ ✓ ✓ ✓ ✓

scope violation [189] ✓ ✓ ✓ ✓

control flow change [187] ✓ ✓ ✓ ✓ ✓ ✓ ✓

undefined handling [189] ✓ ✓ ✓ ✓

async crash [1354] ✓ ✓ ✓ ✓

class crash [1354] ✓ ✓ ✓ ✓

! class crash [1354] ✓ ✓ ✓

type errors [1289] ✓ ✓ ✓

misbehavior) under our oracle. Baselines were taken from UniFuzz where available; Superion and

DIE were supplied with the required default seed inputs.

Results. Table 5 shows that OBsmith is the only technique that exposed the bugs we report under

this setting; none of the five fuzzers reproduced these failures within the same execution budget. The

correctness regressions we surface (e.g., exception suppression, scope violations, constructor-name

corruption, and eval() crashes) were all triggered by programs produced via our sketch–fill–enhance

pipeline and were not rediscovered by general-purpose engine fuzzers in our runs.

Interpretation. This outcome is expected: the baselines are optimized to find engine defects

(JIT/VM bugs) via coverage-guided mutation, while OBsmith is specialized for validating semantics-
preserving transformations by obfuscators, with an oracle that checks output/exception/termination

equivalence across original and transformed programs. The comparison therefore demonstrates

complementary strengths rather than a head-to-head replacement.

Answer to RQ3: Under an equal program budget (3,000 programs), OBsmith surfaced all observed

correctness bugs, whereas state-of-the-art JavaScript fuzzers did not expose these issues in our

setting. The evidence supports using OBsmith alongside engine fuzzers: the former targets

transformation-induced semantic drift; the latter remains essential for VM/JIT vulnerabilities.

4.5 RQ4: Ablation Study
We evaluate how each OBsmith component contributes to bug discovery by enabling exactly one

sketch-generation technique or exactly one oracle at a time: the initial LLM sketcher (-l), the feed-
back loop that refines sketches (-f), automatic sketch extraction from real code (-e), metamorphic

testing (-m), and reference-oriented equivalence testing (-r). Every variant is run under the same

program budget as the full system. For the feedback setting, we report only new bugs found by the

refined sketches—if the input already exhibits “bug 𝑖” and the loop merely reconfirms bug 𝑖 , we do

not count it.
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Results. Table 5 reports bug classes exposed by each technique. Overall, every component except

metamorphic testing contributes unique coverage.

• Reference-oriented equivalence testing (-r) is the single most impactful oracle. It uncovers

the majority of classes tied to semantic divergence between the original and obfuscated

program—e.g., eval crashes, incorrect undefined handling, type errors, and general error-
handling inconsistencies. These require cross-version comparison and are rarely surfaced by

engine fuzzers.

• LLM-driven generation (-l) and the feedback loop (-f) each expose multiple API/se-
mantics–sensitive issues such as corrupted constructor.name, scope violations, silent fixes
(exceptions suppressed or behavior altered without a visible crash), control-flow changes, and
several class/async crashes. The loop frequently converts borderline-invalid or underspecified
sketches into valid, higher-tension programs that better stress obfuscators.

• Automatic extraction (-e) complements learned sketches with patterns mined from real

code. Extracted sketches hit bug classes that benefit from idiomatic structures (e.g., class

hierarchies and nested control flow), overlapping with but not subsumed by (-l) and (-f).

• Metamorphic testing (-m) did not reveal additional bug classes under our three generic

compiler MRs. This suggests that obfuscator testing needs domain-specific MRs (e.g., invariants
about identifier renaming, string-table transformations, or control-flow virtualization) rather

than the generic arithmetic/logical equivalences commonly used for compilers.

Answer to RQ4:

(1) Every component except -m contributes to at least one bug class, with -r providing the

largest unique lift.

(2) -l, -f, and -e provide complementary coverage: LLM-only sketches (-l) already stress obfus-

cators; feedback (-f) recovers additional crash types (notably class); and extraction (-e) adds

realistic patterns that trigger control/data-flow issues and reveal async crash.

(3) The negative result for -m suggests that general compiler MRs are ill-suited to obfuscator

correctness; domain-specific MRs are likely required to make metamorphic testing effective.

5 Discussion
Based on investigation from Google [34] and WeChat [44], runtime performance is also important

in JavaScript obfuscation, so beyond correctness of obfuscators, we also evaluate the obfuscation

effect on storage runtime performance. To evaluate OBsmith’s ability to surface these trade-offs, we

measured average file size, runtime execution time, and memory usage across multiple obfuscation

configurations. Table 6 summarizes these results.

Moderate obfuscation settings revealed by OBsmith show manageable costs. When applying

Obfuscator.IO (Default, Low) and JS-Confuser (Low) configurations, OBsmith reported only minor

runtime overheads (<3%) and negligible memory differences (<1%), despite moderate file size

increases (76-694%). These observations demonstrate that OBsmith can reliably detect small but

consistent performance shifts under lighter obfuscation.

Aggressive obfuscation highlights OBsmith’s sensitivity to extreme overheads. OBsmith also

exposed the dramatic costs of higher settings. For instance, Obfuscator.IO High inflated file size

by +1,676.89% and runtime by +55.07%, while JS-Confuser High ballooned file size by +7,509.55%,

runtime by +295.07%, and memory by +40.53%. Even the Medium settings produced noticeable

slowdowns (+16% runtime for Obfuscator.IO, +85.95% for JS-Confuser). Thesemeasurements confirm

that OBsmith can capture both moderate and extreme performance penalties.
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Table 6. Performance comparison of obfuscation configurations with absolute values and percentage changes
from original program (filled and enhanced).

Configurations

Avg file size (KB) Run time (ms) Memory usage (KB)

Abs. %Δ Abs. %Δ Abs. %Δ

Original program 2.092 0.00% 28.8 0.00% 32,311.39 0.00%

Obfuscator.IO (Default) 3.686 +76.18% 28.8 +0.06% 32,385.93 +0.23%

Obfuscator.IO (Low) 4.267 +103.96% 29.0 +0.46% 32,464.06 +0.47%

Obfuscator.IO (Medium) 15.486 +640.17% 33.5 +16.04% 38,193.16 +18.20%

Obfuscator.IO (High) 37.176 +1,676.89% 44.7 +55.07% 43,835.42 +35.67%

JS-Confuser (Low) 16.621 +694.40% 29.5 +2.42% 32,517.74 +0.64%

JS-Confuser (Medium) 49.097 +2,246.69% 53.6 +85.95% 34,817.05 +7.75%

JS-Confuser (High) 159.207 +7,509.55% 113.9 +295.07% 45,408.50 +40.53%

By systematically reporting file size, runtime, and memory metrics across obfuscation configura-

tions, OBsmith provides actionable evidence that stronger obfuscation often comes at the cost of

severe inefficiency—insights essential for both researchers and practitioners.

6 Threats to validity
As with any empirical study, OBsmith is subject to internal and external threats.

Internal. (1) OBsmith relies on LLM-generated sketches, which are inherently non-deterministic.

Different runs may produce different sketches and uncover different bugs. To mitigate this threat,

we use multiple LLMs and generated 100 sketches in each run and report aggregated results.

(2) The equivalence-checking mechanism may miss subtle semantic differences (e.g., perfor-

mance or memory behavior). Compared to prior work, we strengthen equivalence checking by

incorporating both control-flow validation and scope-level checksums. In addition, we execute

programs multiple times to reduce nondeterministic noise.

(3) The feedback loop introduces another potential source of bias. Such interaction may reinforce

trivial variations instead of producing genuinely novel cases. To control for this, we compared

bug-finding effectiveness with and without the feedback loop. Our results show that the loop

improves bug discovery.

External. OBsmith execute all programs in Node.js engine, which may not fully represent the

behavior of JavaScript engines embedded in browsers or alternative run times. Bug manifestation

could vary across environments. In addition, although we evaluated multiple widely used open-

source obfuscators, our findingsmay not generalize to all available or proprietary tools. Nevertheless,

the chosen obfuscators are representative of current practice in real-world production (based on

Google’s investigation), and we believe the results provide a meaningful characterization of the

reliability of existing obfuscators.

7 Related Work
7.1 JavaScript Obfuscator
Software obfuscation deliberately transforms code to hinder readability, analysis, and reverse

engineering. Common obfuscation techniques include restructuring code, replacing descriptive

variable names with unintuitive identifiers, injecting redundant or misleading instructions, manip-

ulating control flow, and encrypting literals such as strings or configuration data [9, 97]. Although

obfuscation can legitimately safeguard proprietary algorithms and sensitive resources (e.g., IP
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addresses) [18, 49], it is also exploited by attackers to mask malicious logic—especially in web and

mobile scripts [12, 51, 64, 66].

Obfuscated code severely diminishes the effectiveness of analysis tools, creating a major obstacle

for software testing and static analysis methods [8, 85, 95]. Moreover, obfuscation hampers malware

detection by concealing malicious behavior from static analyzers, security filters, machine-learning

detectors, and manual reviewers [42, 60, 63]. JavaScript, the predominant language for client-side

web applications, is especially vulnerable to obfuscation due to its inherently open and accessible

nature [11, 14, 22].

Prior work on software obfuscation spans obfuscation techniques, detection and analysis meth-

ods, and empirical evaluation. Sun et al. [75] showed that obfuscation can substantially degrade

the effectiveness of anti-malware tooling. Hammad et al. [27] performed a broad experimental

evaluation of mainstream anti-malware products under a diverse set of obfuscation strategies,

covering multiple open-source, academic, and commercial obfuscators. Complementary to these

efforts, researchers have also proposed techniques tailored to detecting obfuscation in JavaScript.

However, for JavaScript obfuscators in particular, the literature offers comparatively limited

support for evaluating two developer-facing properties: (1) semantic preservation—whether ob-

fuscation changes program behavior—and (2) performance impact—how transformations affect

runtime cost. Skolka et al. [70] presented an early measurement study of minified and obfuscated

web code, but the JavaScript/TypeScript ecosystem and the set of widely deployed obfuscation tools

have changed considerably since then. Google’s recent investigation [34] identifies Obfuscator.IO

as a dominant choice and js-confuser is the second choice, suggesting that conclusions drawn

from older tool coverage or test cases may not generalize. These observations motivate revisiting

evaluation methodology for modern JavaScript obfuscation and developing automated tests that

check both behavioral equivalence and performance regressions.

7.2 Testing and Sketching.
Differential testing [48, 53, 67, 78, 87, 89, 92, 93] is a software testing technique in which multiple

implementations of the same specification are tested using the same set of inputs, with discrepancies

in their outputs serving as indicators of potential defects. Csmith [87] is a well-known tool for

testing C compilers by randomly generating C programs. It found bugs in main-stream compilers

and led to significant attention for compiler testing. Recently, injecting domain knowledge and

real-world code has been shown to be effective in compiler testing. Skeletal program enumeration

(SPE) [96] technique to test C/C++ compilers using syntactic skeletons derived from their own

regression test-suites and find 217 confirmed bugs in GCC/Clang compiler. Jattack [94] was primarily

developed to complement manually-written tests. Developers can embed their knowledge into

program generation by specifying holes for exploration, enabling better testing of JIT compilers

that require complex structures and execution to reveal bugs.

Recent work has explored complementary approaches to improving software reliability, including

static analysis, infrastructure for querying heap objects, and compilation-time optimizations [5, 17,

76, 90]. Other efforts develop fuzzers that generate test programs directly [32, 33, 80, 84]. In contrast,

OBsmith uses sketching to encode domain knowledge. Program sketching [6, 28, 31, 68, 69, 71–74],

pioneered by the Sketch system [71], offered an exciting new advance in scaling program synthesis,

where a partial implementation is given and the goal is to complete it [10, 19, 20, 23, 26, 40, 41, 52,

59, 68]. EdSketch [29] and EdSynth [88] defined an optimized backtracking search for completing

Java sketches where test executions guided search pruning. The Sketch system provided Java-like

Sketch language for writing partial programs, and deployed SAT and inductive synthesis in a

counterexample-guided loop to complete them. JSketch enabled sketching Java programs [31] by
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translating Java to Sketch. PSketch focused on concurrent data structures and enabled sketching

them [73].

7.3 Large Language Models
LLMs have recently demonstrated strong capabilities in diverse code-related tasks, and they have

enabled the automation of many software development and verification themes, including writing

code [7, 83, 99, 100], clarifying requirements [56], software maintenance [15, 37, 38, 50, 57, 86],

software testing [16, 35, 46, 58, 65], debugging [39, 77], constructing proofs of theorems in automated

provers [21], and human-centric studies [30, 82].

Trained on extensive corpora of code and textual data, these models develop an implicit under-

standing of programming language syntax, semantics, and code structures [34, 45]. Consequently,

LLMs exhibit notable capabilities in tasks requiring both natural language comprehension and code

manipulation [35]. While models such as StarCoder [47] and Gemini demonstrate proficiency in

code generation, they remain susceptible to hallucination, wherein they generate plausible but

incorrect or nonsensical outputs [24]. Moreover, LLMs exhibit limitations in tasks demanding

precise logical and mathematical reasoning [91, 98].

Although LLMs have shown to be effective in the above tasks, there is still a lack of research

demonstrating their ability to generate sketches. To the best of our knowledge, OBsmith presents

the first study of LLMs in sketching problems for obfuscator testing. We show that LLMs are

capable of generating high-quality sketches thanks to a large training corpus containing domain

knowledge.

8 Conclusion
In this paper, we present OBsmith, a framework that enables LLM-powered JavaScript obfuscator

testing. Using OBsmith, obfuscator developers can use LLMs to generate representative JavaScript

sketches which are suitable for testing obfuscators. OBsmith fills sketches and enhances them

to enable reference-oriented equivalence testing. OBsmith also exposes program generator as a

script to allow developers to write their sketches in the same language as the obfuscators they are

testing (JavaScript), enabling them to leverage their domain knowledge to set up a code structure

likely to lead to obfuscation problems. Using 600 sketches generated by 6 LLMs, OBsmith generates

3,000 programs and found 11 bugs in 2 popular JavaScript obfuscators used by malware developers.

These bugs cover obfuscator crash, obfuscated code crash, control flow changes, etc.

9 Data-Availability Statement
The artifact associated with this paper, including the data/code/materials necessary to reproduce

the results, is publicly available on Zenodo [36].
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